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1. HTTP (Hyper Text Transfer Protocol)

= Application Level Protocol
= Request / Response Standard
= Used with Reliable Transport Protocol
o TCP
o ME|H U= HES B+ U= 7IEl Protocol

= Version &
o 0.9 (ZA! AFFA] OF)
o 1.0 (RFC 1945)
o 1.1 (RFC 2616) - 2k 70% d=o| d{E2 7t4
o 2.0 (RFC 7540) - Eat £11U= ZM[0|0, F 30% dxo dra2 7t

= SHARA

o HTTP S G0 22 HAES H5P| 9lot TRES
o Web Ol2ts £2 HOlM Cigtsh Algele m2e2
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1. HTTP Connection
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2. HTTP/1.0vs HTTP/1.1 vs HTTP/2
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1. HTTP Request Messages

Request Line

o GET /images/logo.gif HTTP/1.1
o resource called /images/logo.qgif from server

Headers

o Host: www.pentasecurity.com

Byrerrnsting HEIE:

An empty line

An optional message body

method sp URL sp version cr If Reﬂagst
header field name value cr If
* Header
° Li
o nes
header field name value cr If
crIf
Entity Body Data
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1. HTTP Request Messages

Request Line —— | GET / HTTP/1.1 <CR><LF>

— | Host: pentasecurity.com <CR><LF>

Accept: image/gif, image/x—xbitmap, image/jpeg, image/pjpeg,
application/x—shockwave—flash, application/vnd.ms—excel,
application/vnd.ms—powerpoint, application/msword, */* <CR><LF

— Accept-Language: ko <CR><LF>

Accept—Encoding: gzip, deflate <CR><LF>

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; SV1;

NET CLR 1.1.4322) <CR><LF>
— | Connection: Keep—Alive <CR><LF>
<CR><LF>

Header Lines

Body
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1. HTTP Request Messages

Request Line — POST /board HTTP/1.1 <CR><LF>

— Host: pentasecurity.com <CR><LF>

Accept: x/* <CR><LF>

Accept-Language: ko—KR,ko;0=0.8,en-US;0=0.6,en;0=0.4,ja;q=0.2 <CR><LF>
Accept-Encoding: gzip, deflate <CR><LF>

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) <CR><LF>
Content-Type: multipart/form-data; boundary=————WebKitFormBoundaryhldc8UvKwBh <CR><[F>
Content—-Length: 201185 <CR><LF>

Referer: http://demo.com/MultiFileSelection.aspx <CR><LF>
<CR><LF>

Header Lines — | ——— WebKitFormBoundaryhldc8UvKwBh <CR><[F>
Content-Disposition: form—data; name="FileSize" <CR><LF>
<CR><LF>

879394 <CR><LF>

—————— WebKitFormBoundaryhldc8UvKwBh <CR><[ F>
Content-Disposition: form-data; name="FileName“<CR><[F>
<CR><LF>

Chrysanthemum.jpg <CR><LF>

—————— WebKitFormBoundaryhldc8UvKwBh <CR><[F>

- Content-Type: application/octet—stream <CR><LF>
<CR><LF>

S

Body ..Z._WM...Uy
4. <CR><LF>

—————— WebKitFormBoundaryhldc8UvKwBh—— <CR><LF>
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2. HTTP Response Messages

Status Line
o HTTP/1.1 200 OK

Headers

o Content-Type: text/html

An empty line

An optional message body

version sp | status code | sp |status phrase| cr If Stﬂ;s
header field name : value cr If
* Headerw
[ J .
o Lines
header field name : value cr If
cr If
Entity Body HTML

Byrerrnsting HEIE:
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2.

HTTP Response Messages

Status Line —

Header Lines —

g—

Body —

HTTP/1.1 200 OK <CR><LF>

Date: Sun, 19 Jun 2005 05:28:42 GMT <CR><LF>
X-Powered—-By: PHP/4.3.10 <CR><LF>
Content=Type: text/html <CR><LF>
Transfer—Encoding: chunked <CR><LF>
<CR>}LF>

fa0

<htmlI>

<head>

<title>PENTASECURITY SYSTEM</title>

<script language="JavaScript">

<I-- JavaScript
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KOREA  www.pentasecurity.co.kr

GLOBAL  www.pentasecurity.com

JAPAN  www.pentasecurity.co.jp
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